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W H Y  R A N S O M W A R E ?

Increasingly 
prevalent in today’s 
threat landscape

• Can impact organizations regardless of vertical, 
size or other factors

• 3 Usual Options: Restore, Accept Loss, Pay
• Largely Successful for Criminals

• Simple Attack Vectors (Phishing, RDP, Vulns)
• Continued evolution of criminal threats

• Potential for heavy impact
• Operations
• Brand
• Disclosure
• Costs

• Variety of considerations
• Double/Triple Extortion (Data Theft/DDOS)



Rate of Publicly Posted Ransomware Victims (2022)
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Rate of Publicly Posted Ransomware Victims (Q1 2023)
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Rate of Publicly Posted Ransomware Victims (Q2 2023)



Ransomware H1 | 2023
• Increased Volume

• MSPs

• Rebranding

• Encrypting ESX

• Legitimate Tools Usage

• No encryption

• Coercive Tactics

• Mass Exploitation



Vulnerabilities Exploited by 
Ransomware Groups

• Exchange
• Microsoft Office
• Windows
• F5
• Accellion
• vCenter
• FileZen
• Azure
• Zoho Corp.
• Atlassian
• Palo Alto
• Sophos
• QNAP
• SharePoint
• SonicWall
• Fortinet
• Citrix

Platforms:



Tracking Ransomware



A brief history of Ransomware Groups



A Taxonomy for Ransomware Rebranding
Full-Time

Rebrand

Splinter

Ephemeral

Duration

Activity



Rate of Publicly Posted Ransomware Victims by Group Type (2022)
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• Allows for a core group of developers and operators to create 
the core tooling (ransomware) and administrative platforms 
used for tracking victims and negotiation.

• If selected to be an affiliate, the individual receives access to 
the administrative platform, ransomware builder, and other 
tooling used during ransomware operations.

• It is the affiliate’s responsibility to infiltrate the victim 
environment, steal sensitive data, and encrypt files.

• In many cases, affiliates also perform the negotiation process. 
If a ransom is paid, the affiliate and ransomware group split 
the ransom amount.

• Affiliate programs have grown significantly over the last three 
years which has introduced competition between ransomware 
groups for the most capable individuals.

Ransomware as a Service 
(Affiliate Program/Model)



Ransom Note Example (Hades)



Conti 
Ransomware 
Note



Conti News 
Ransomware 
Site



Conti’s Contact Form



Conti’s “Customer” Queue



Conti’s Real-Time Chat Capability



Lockbit Chat



Quantum Chat



Telegram Chat (Suspected Bianlian Affiliate)
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Continued Escalation of Coercive Tactics - AlphV
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Continued Escalation of Coercive Tactics - Avoslocker

• Bluefield University compromised by Avoslocker
• TA contacted students via emergency alert system
• https://www.wvva.com/2023/05/01/ransomware-cyberattack-

continues-bluefield-university/

https://www.wvva.com/2023/05/01/ransomware-cyberattack-continues-bluefield-university/
https://www.wvva.com/2023/05/01/ransomware-cyberattack-continues-bluefield-university/


Decryption Process



AlphV
Ransomware 
Investigation

Sector: Oil and Gas
Ransomware Group: AlphV
• Encrypted Systems:

• Servers
• Workstations
• Hyper-V Servers (Virtualization Platform)
• NAS

• Exfiltrated Data: 1.4 TB
• Employee Sensitive Data
• Client Contracts and Proprietary Information
• HR Documentation

• Ransom Payment:
• $850K
• Removal from Leak Site
• Proof of Deletion
• No DDoS

• Downtime
• Not Able to Operate: 3 days
• Limited operations: 21 days



Key Takeaways

• Initial Access: Compromised Credentials 
Used to Access VPN (No MFA in place)
• Credentials belonged to a Network 

Administrator
• Escalated to the domain admin 

account (Mimikatz)
• Post Exploitation Framework: Cobalt Strike
• PowerShell used to disable Windows 

Defender via Registry
• SCCM Server used to deploy ransomware
• Exfiltration Tools: PowerShell (Collection), 

7za (staging), and Proprietary Tool (Exfil)

T H R E A T  D E T A I L S



Focusing on cyber security fundamentals mitigates 
many exploitation scenarios commonly used by 
ransomware threat groups

Threat intelligence teams bridge the gap between 
emerging attacker trends and detection/prevention 
capabilities

Having knowledge of assets, applications, and 
emerging vulnerabilities helps to keep your attack 
surface as resilient and protected as possible

Having a plan for ransomware that covers 
administrative and technical response measures 
ensures you’re prepared to respond if necessary

The Upsides Despite 
the Doom and Gloom



Key Information

• Initial Impact commonly bad hygiene or 
user practices; also vulnerabilities

• For Ransomware, number of encrypted 
systems does not determine scale of the 
incident 

• Removal of encrypted systems and 
restoration from backups does not mean 
you’re safe

• Most recent engagements also include Data 
Loss, Publicly disclosed if unpaid

• Living off the LAN and Persistence
• Need to determine root cause and 

identify persistence mechanisms
• Incidents are High Impact

T H R E A T  D E T A I L S



I N S I G H T S  F R O M  T H E  F I E L D

• At least have the Basics
• Includes People, Process, and Technology
• Most Impactful Areas and Solutions

• Multi-Factor Authentication (Remote and Privileged Access)
• Endpoint Detection and Response (EDR)
• Privileged Account Management (PAM)
• Centralized Logging (SIEM)
• Vetted Backup Solution
• Updated Incident Response Plan
• Threat-specific Playbooks (Ransomware, BEC)
• Periodic IR Tabletop Exercises (Technical, Executive)
• User Awareness Training/Testing

Focus Areas



Incident Response
• Role: IR Service Provider
• Responsibilities: 

• Response Methodology
• Incident Investigation 
• Actor Awareness 
• 24/7 Threat Monitoring
• Root Cause Analysis
• Remediation Strategy
• Negotiation/Brokerage

Know the Roles

Cyber Insurance
• Roles: Insurance Carrier, 

Claims Adjuster
• Responsibilities: 

• Determine what’s 
covered

• Pay the bills

External Counsel
• Role: External Legal 

Counsel
• Responsibilities: 

• Receive facts from IR 
and counsel customer

Other Roles:

Recovery/Restoration
• Role: IT Assistance
• Responsibilities: Assist customer with 

hand-on keyboard assistance

Breach Management
• Role: Logistical support for Impacted
• Responsibilities: Credit monitoring, 

Call Centers, Communications

More…
• Data Analysis/Review, Public Relations, 

Breach Management Services



Preparation is Critical
Prepare and Practice

• IR Retainer
• Provide SLA’s to Responses

• Incident Response Plan
• Ensures awareness to Roles and 

Responsibilities
• Establishes Incident Response process

• Playbooks & Runbooks
• Add-On to IR Plan
• Playbooks define workflows
• Runbooks document tool specific procedures

• Tabletop Exercise 
• Walk Through of IR Plan
• Find Gaps in Processes, Communication

• Purple Team Simulation
• Live Fire of a Scenario
• Test out Controls & Responses

• Readiness Assessments
• General or Threat specific
• Review Detection, Containment, and 

Remediation action



Q U E S T I O N S ?

Thank You!
IR@guidepointsecurity.com
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